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1
Decision/action requested

Approve this CR
2
References
[1]
3GPP TS 33.853 v1.6.0 : " Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

As part of getting TR33.853 ready for approval, editor's notes need resolving
4
Detailed proposal

*********************************   change 1 **************************************************
6.22.3.2.2
Handling of legacy target eNB

A legacy target eNB node has not been upgraded to support UP IP and cannot activate UP IP for a radio bearer handovered from the source eNB. 

Note: If the UP IP policy is set to "required", it’s FFS how the source eNB/ identifies that the target eNB is not supporting UP IP,
6.22.4
Solution evaluation

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and valid UP IP policy included in the Source to Target Transparent container at the target eNB, is achieved by an source MME including the stored "UE capability to support UP IP over E-UTRA when connected to EPS" and the stored UP IP policy via the target MME to the target eNB. If the target eNB becomes aware that there is a mismatch, then the target eNB takes the "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy received from the source MME into use.
*********************************   end of change 1  ********************************************

*********************************   change 2 **************************************************

6.23.3.2.2
Handling of legacy target eNB
A legacy target eNB node has not been upgraded to support UP IP and cannot activate UP IP for a radio bearer handovered from the source eNB. 

Note: If the UP IP policy is set to "required", it’s FFS how the source ng-eNB/gNB identifies that the target eNB is not supporting UP IP.

6.23.4
Solution evaluation

This solution assumes that the MME is upgraded to support UP IP. Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and vlid UP IP policy at the target eNB, is achieved during the Path Switch procedure after the X2 handover is completed.
*********************************   end of change 2  ********************************************

*********************************   change 3 **************************************************

6.24.3.2.2
Handling of legacy target eNB
A legacy target eNB node has not been upgraded to support UP IP and cannot activate UP IP for a radio bearer handovered from the source ng-eNB/gNB. 

Note: If the UP IP policy is set to "required", it’s FFS how the source ng-eNB/gNB identifies that the target eNB is not supporting UP IP. 

6.24.4
Solution evaluation

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" and valid UP IP policy included in the Source to Target Transparent container is made at the target eNB when the source AMF includs the stored "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy via the target MME to the target eNB. If the target eNB becomes aware that there is a mismatch, then the target eNB takes the "UE capability to support UP IP over E-UTRA when connected to EPS" and the UP IP policy received from the core network into use.
*********************************   end of change 3  ********************************************

*********************************   change 4 **************************************************

6.26.3
Solution description

This solution is similar in concept to solution #20, but, the UE’s EPC UPIP capabilities are encoded in the UE Radio Access Capability information element.

This avoids potential problems with legacy MMEs not copying NAS information into S1-AP signalling; and/or legacy eNBs not copying S1-AP signalling into X2 signalling.

The UE RAC (or, if using Rel 16 “RACS”, the corresponding UE Capability ID) is handled by the core network as a “transparent container”, and at handover legacy RAN nodes do not modify fields in the UE RAC that they do not understand.

For each Integrity Protection algorithm, the UE RAC would contain one bit to indicate whether or not it supports UPIP for that algorithm. 

The eNB assumes that “UPIP is preferred” unless conflicting policy information is received from the core network (or source eNB at X2 handover).  

As specified (since Release 8) in clause 5.11.2 of TS 23.401, the MME normally stores the UE Radio Access Capabilities. However, for some infrequent NAS proceedures the MME makes the RAN obtain the UE Radio Access Capabilities from the UE (for them to then be sent on to the MME and stored). The MME does this by sending the security parameters to the RAN in the S1-AP INITIAL CONTEXT SETUP REQUEST message but omitting the UE Radio Access Capability information from that message. The RAN should then activate RRC security (at least integrity protection of  RRC signalling) and subsequently retrieve the UE Radio Access Capabilities in integrity protected signalling. The use of integrity protected signalling by the RAN avoids a man-in-the-middle attack being able to “bid down” the UPIP algorithms listed as supported in the UE Radio Access Capabilities.6.AB.4
Solution evaluation

This approach can avoid impact on the core network, and, allows Inter-operability testing on a per-algorithm basis.  

The network operator remains in control of the RAN configuration that controls which Integrity Protection algorithms are permitted.

*********************************   end of change 4  ********************************************



